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Coleraine Grammar School 
Anti-Bullying Policy 

 
 

 
 
 
Introduction 
 
Coleraine Grammar School is a community of learners which aims to promote a secure and 
purposeful learning environment. A central aim of the school is to establish a restorative 
ethos based on mutual respect and consideration, where the needs of each individual are 
recognised and where all members of the community feel a strong sense of belonging. 
Coleraine Grammar School endeavours to build positive relationships and seeks to restore 
these when a breakdown on relationships occur. The school recognises that bullying may 
exist in all school communities and seeks to provide an open climate where pupils are free 
to talk with staff about bullying without fear of rebuff or retribution. Underlying the 
development of this policy is the belief that prevention is better than cure. 
 
The aim of this policy is to help all members of the school community to reach a shared 
understanding of what constitutes bullying and to develop the skills and formulate 
strategies to help deal with issues. The strategies being developed in this policy are aimed at 
teaching all young people important lessons about empathy, assertiveness, rights and 
responsibilities, honesty, self-esteem and respect for others. 

 

Rationale 

All members of Coleraine Grammar School community believe that the primary role of the 
school is to provide its pupils with the education which will allow them to develop to their 
full potential.  An essential part of this goal is the provision of a supportive, caring and safe 
learning environment without the fear of being bullied.  Bullying behaviour can deny 
members of the school community access to high quality education and may result in 
psychological damage to those involved.  Bullying is an anti-social behaviour which affects 
everyone; it is unacceptable and will not be tolerated in Coleraine Grammar School.  If 
bullying does occur this policy should make clear to all members of our school community, 
the procedures which are in place to deal with the situation. The school seeks to distinguish 
between the person and their behaviour. 
This policy has been drawn up, in consultation with all members of the school community, in 
order to meet the school’s statutory duty under the Education and Libraries (Northern 
Ireland) Order 2003 and recognising Article 19 of the UN Convention on the Rights of the 
Child which states that “children have the right to be protected from all forms of physical 
and mental violence”. It also takes account of the guidance provided in Evaluating Pastoral 
Care ETI 2006 and Pastoral Care in Schools Child Protection 99/10. 
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Aims 

The aims of this policy are: 

 to assist in creating an ethos in which attending school is a positive experience for all 
members of the school community; 

 to make it clear that all forms of bullying are unacceptable at Coleraine Grammar 
School; 

 to enable everyone to feel safe while at school and encourage pupils to report 
incidences of bullying; 

 to deal effectively with bullying; 

 to support and protect children who have been bullied and ensure they are listened to; 

 to help support pupils who have displayed bullying behaviour to change their behaviour 
and to understand why it needs to change; 

 to liaise with parents and other appropriate members of the school community; 

 to ensure all members of the school community feel responsible for combating bullying. 
 
 

Definition of Bullying 
Coleraine Grammar School has adopted The Northern Ireland Anti-Bullying Forum (NIABF) 
definition of bullying as  
 
“The use of power by one or more persons intentionally to harm, hurt or adversely affect 
the rights and needs of another or others”. 
 
The term bullying refers to a range of harmful behaviour, both physical and psychological.  
All bullying behaviour usually has the following four features: 
1. It is repetitive and persistent – though sometimes a single incident can have precisely 

the same impact as persistent behaviour over time.  This is as a result of being 
experienced as part of a continuous pattern and can be extremely threatening and 
intimidating, which is particularly the case with racist bullying. 

2. It is intentionally harmful – though occasionally the distress it causes is not consciously 
intended by all of those who are responsible or play a bystander role. 

3. It involves an imbalance of power, leaving someone feeling helpless to prevent it or put 
a stop to it. 

4. It causes feeling of distress, fear, loneliness and lack of confidence in those who are at 
the receiving end 

 
Common characteristics include the following points: 

 A large part of the motivation is to demonstrate power by creating fear and gain a sense 
of being ‘respected’ by peers 

 It often happens that young people who engage in bullying have themselves been 
bullied in the past.  They may feel powerless in their current circumstances and 
therefore compensate for this by intimidating, or trying to intimidate, others 

 Bullying can be painfully obvious, but also can be subtle, discreetly hidden and difficult 
to prove 

 Boys often use direct physical bullying and threats of physical bullying, whereas 
exclusion from friendship groups is more common among girls. 
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 Bullying can be instigated by an individual, one-on-one, or by a group on one individual 
or by a group on another group 

 Bystanders often show tacit acceptance or approval, and in consequence people at the 
receiving end often see them as part of what they are up against 

 Bullying within school is sometimes directly related to, and consequence of, tensions 
and feuds within and between groups, families and communities in the local 
neighbourhood. 

 
Bullying can be: 

Emotional Being unfriendly, excluding, tormenting (e.g. hiding books, 
threatening gestures, spreading rumours) 

Physical Pushing, kicking, hitting, punching, or any use of violence 

Racist Racial taunts, graffiti, gestures 

Sexual Unwanted physical contact or sexually abusive comments 

Homophobic Because of, or focussing on, the issue of sexuality 

Verbal Name calling, sarcasm, spreading rumours 

Cyberbullying Cyberbullying occurs when the perpetrator uses Information and 
Communications Technology (ICT), particularly mobile phones and 
the Internet, deliberately to upset someone else. Included are all 
areas of internet misuse e.g. e-mail and chat room; threats by text 
messaging and calls from mobile phones and other devices and 
misuse of associated technology e.g. camera and video facilities.  
 
Cyberbullying can take place at any time and can intrude into spaces 
that might previously have been regarded as safe or personal. 
 

 
It is important that pupils learn that one person’s good natured teasing may, to another 
person, be unkind and even cruel bullying.  Pupils are taught through LLW to recognise the 
difference between teasing and bullying.  They are also taught to understand that what is 
meant as good natured teasing may not always be received in the same way and that 
bullying may be unintentional. 
 
It is not necessarily the way that behaviour is intended, but the way it is received that is 
important in identifying and tackling instances of bullying. 
 
It is understood that children can both bully and be bullied at the same time.  Although 
some children are vulnerable to bullying because of physical or social characteristics, 
anyone can be bullied for any reason or difference or for no particular reason.  Individuals 
may resort to bullying for a range of reasons and the school will seek to support the bully as 
well as the bullied. 
 
Staff must remain aware of the way their own behaviour is received and take care not to be 
accused of bullying pupils or other members of staff.  Forms of bullying by staff may include: 
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 teasing pupils about physical features or characteristics that they have little or no 
control over; 

 inappropriate displays of bad temper; 
 ridiculing the work of a pupil in front of others; 
 showing inconsistency in the way punishments or rewards are applied; 
 physically intimidating pupils; 
 insulting or swearing at other members of staff; 
 belittling the actions or work of other members of staff; 
 criticising colleagues in ways that are not constructive, or are unnecessarily personal. 
 
Staff must always remember that an important part of education is to lead by example.  
Bullying by members of staff will be treated as a disciplinary matter.  Any member of staff 
who feels he / she is being bullied should initially raise the matter with his / her line 
manager. 
 
Signs and Symptoms of Bullying 
The initial impact of bullying behaviour on a member of the school community often goes 
unnoticed but may be apparent in mood changes and attitudes to work.  Pupils who are 
being bullied often develop feelings of insecurity and anxiety which may become extreme.  
This leads to vulnerability, damage to self-confidence and, often, lowering of self-esteem.  
Frequently individuals do not talk about their problems through fear of the consequences 
which that might bring.  The concealment of their problems and fears may lead to serious 
outcomes so it is vital that all members of the school community are alert to the situation. 
The following may be indicators that an individual is being bullied: 
 anxiety about travelling to and from school – requesting parents to drive or collect 

them, changing route of travel, avoiding regular times for travelling to and from school; 
 unwillingness to go to school, refusal to attend, unexplained absences; 
 deterioration in educational performance, loss of concentration and loss of enthusiasm 

and interest in school; 
 patterns of physical illnesses e.g. headaches, stomach aches; 
 feigning illness; frequent visits to the medical room 
 unexplained changes either in mood or behaviour; it may be particularly noticeable 

before returning to school after weekends or more especially after longer school 
holidays; 

 visible signs of anxiety or distress – stammering, withdrawing, nightmares, difficulty in 
sleeping, crying, not eating, vomiting, bedwetting; 

 spontaneous out-of-character comments about either pupils or teachers; 
 possessions missing or damaged; 
 stealing money or increased requests for money; 
 unexplained bruising, cuts or damaged clothing; and 
 reluctance and/or refusal to say what is troubling them. 
 
These signs do not necessarily mean that a pupil is being bullied.  If repeated or occurring 
in combination they warrant investigation in order to establish what is affecting the pupil. 
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Cyberbullying 

Cyberbullying can be defined as  
“The use of Information and Communications Technology (ICT), particularly mobile phones 
and the internet, deliberately to upset someone else.”  

DCSF “Cyberbullying – Safe to Learn” 
 
Cyberbullying is a method of bullying which can be used to carry out all the different ‘types’ 
of bullying but instead of the bullying being carried out in person they use technology as a 
means of conducting the bullying.  Cyberbullying can include a wide range of unacceptable 
behaviours, including harassment, threats and insults.  The forms which cyberbullying may 
take are detailed in Appendix 1. 
Cyberbullying can be an extension of face-to-face bullying, with technology providing the 
bully with another route to harass their target.  However, cyberbullying does differ in 
several significant ways to other kinds of bullying: for example, the invasion of home / 
personal space; the difficulty in controlling electronically circulated messages; and even in 
the profile of the bully and the target.  These differences mean that whilst bullying is not a 
specific criminal offence in UK law, there are laws that can apply in terms of harassment or 
threatening behaviour; these laws are outlined in Appendix 2. 
Appendices 3 and 4 set out some suggestions for pupils and staff in relation to dealing with 
instances of cyberbullying. 
Appendix 5 sets out in a flowchart how alleged incidents of cyberbullying will be dealt with. 

Links with other school policies 

This policy has links with Coleraine Grammar School’s Positive Behaviour Policy, Child 
Protection Policy, E-Safety Policy and the Special Educational Needs and Inclusion Policy. 
These policies share the goal of creating an environment in which pupils feel secure and 
confident in the knowledge that their concerns will be listened to and dealt with by 
members of staff in a sympathetic and appropriate manner. 
 

Participation in Consultation 

Pupils, staff and parents will have the opportunity to be involved in reviewing this policy as 
required.   
Staff and pupils will have the opportunity to comment directly on the proposals through the 
School Council and a Staff Development Day.  
Parents Forum will be used to allow Parents/Carers to comment of the policy. 

Roles and Responsibilities of stakeholders 

 
The Responsibilities of the Board of Governors  
The Board of Governors have overall responsibility for ensuring a safe environment for all the 
School community.  This includes taking all reasonable steps to ensure provision is made for 
pupils with a disability. 

 
The Responsibilities of the Headmaster 
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The Headmaster is responsible for promoting an active anti-bullying culture and ensuring 
incidents involving bullying are brought to an acceptable conclusion.  Ensuring that all pupils 
with a disability have a Care Plan and the School has a general action plan to deal with specific 
needs of children with each disability represented in the School population.   

 
The Responsibilities of SMT 
SMT will provide leadership in terms of developing both proactive and reactive strategies.  
Senior Management will also organise appropriate training required to prepare Staff to 
implement the policy. 

 
 
The Responsibilities of Staff 
Teaching Staff are required to adhere to the procedures outlined in the policy, which has 
been agreed by all Staff, and will 
 foster in our pupils’ self-esteem, self-respect and respect for others; 
 demonstrate by example the high standards of personal and social behaviour we expect 

of our pupils; 
 discuss bullying with all classes, so that every pupil learns about the damage it causes to 

both the pupil who is bullied and to the pupil displaying the bullying behaviour, and the 
importance of telling a teacher about bullying when it happens; 

 be alert to signs of distress and other possible inactions of bullying; 
 listen to young people who have been bullied, take what they say seriously and act to 

support and protect them; 
 report suspected cases of bullying to the appropriate Pastoral Leader 
 follow up any complaint by a parent about bullying, and report back promptly and fully 

on the action which has been taken; 
 deal with observed instances of bullying promptly and effectively, in accordance with 

agreed procedures. 
 avoid the use of sarcasm or other demeaning forms of language when addressing pupils 
 avoid the use racial, sectarian or homophobic language  
 avoid the use of negative statements about a pupil’s appearance, background or sexuality 
 avoid humiliating directly or indirectly, a pupil who is academically weak, outstanding or 

vulnerable in other ways 
 avoid using any gesture or expression of a threatening or intimidatory nature, or any form 

of derogatory physical contact.  
 use the guidance provided in appendix 6 in relation to dealing with an incident. 
 
Support Staff 
 are required to adhere to the procedures which are appropriate for their role in the school 

community. 
 
 

The Responsibilities of Pupils 
We expect our pupils to: 
 refrain from becoming involved in any kind of bullying, even at the risk of incurring 

temporary unpopularity; 
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 intervene to protect the pupil who is being bullied, unless it is unsafe to do so; 
 report to a member of staff any witnessed or suspected instances of bullying, to dispel 

any climate of secrecy and help to prevent further instances. 
Anyone who becomes the target of bullies should: 
 not suffer in silence, but feel able to speak out, to put an end to their own suffering and 

that of other potential targets. 
 
 

The Responsibilities of Parents 
We ask our parents / carers to support their children and the school by: 
 watching for signs of distress or unusual behaviour in their children, which might be 

evidence of bullying; 
 advising their children to report any bullying to their Pastoral Leader and explain the 

implications of allowing the bullying to continue unchecked, for themselves and for 
other pupils; 

 advising their children not to retaliate violently to any form of bullying; 
 being sympathetic and supportive towards their children, and reassuring them that 

appropriate action will be taken; 
 keeping a written record of any reported instances of bullying; 
 informing the school of any suspected bullying, even if their children are not involved; 
 co-operating with the school, if their children are accused of bullying, try to ascertain 

the truth, and point out the implications of bullying, both for the young people who are 
bullied and for those displaying the bullying behaviour. 

 
The Responsibilities of All 
Everyone should: 
 work together to combat and, hopefully in time, to eradicate bullying. 
 

Preventative Measures 

Prevention is clearly the strategy of choice in stopping bullying behaviour from taking place 
at all.  The following examples show how this can be achieved. 

 Whole school level 
Through participation in the annual Anti-Bullying week organised by the Northern 
Ireland Anti-Bullying Forum (NIABF). 
Through whole school assemblies when pupils will be reminded of the school’s zero 
tolerance policy towards bullying and to challenge the idea that there can be innocent, 
neutral bystanders with regards to the issue of bullying. 
Through the school policy on the use of mobile phones which states that inappropriate 
use may be reported to the PSNI 
Through consultation with the School Council as appropriate. 

 At classroom level 
Through Learning for Life and Work where the social skills of negotiation, arbitration 
and intervention are practiced and where pupils have opportunities to consider the 
issues of difference and diversity. 
Through ICT classes where all pupils cover the topic of cyberbullying, considering three 
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main areas: 
1. What is Cyberbullying – this ensures that all pupils are aware of what constitutes 
cyberbullying. 
2. How to prevent yourself becoming a victim of cyberbullying – this looks at the 
importance of not making personal information available publicly, of not responding to 
threatening or rude messages and of not giving anyone access to their passwords. 
3. What to do if you are the victim of cyberbullying – includes keeping messages as 
proof, using the CEOP (Child Exploitation & Online Protection Centre) button if available, 
encouraging pupils to tell their parent(s), another adult or a friend. 
Through anti-bullying signs and information displayed in every classroom. 
By raising the awareness of the issue of bullying during discussion and debate in 
curriculum subjects such as English, History, Religious Studies and Drama. 
By role modelling of appropriate behaviour towards others by all staff. 

 Through pupils deciding on rules of their own class 

 Through reminders provided in Pupil Planners 

 Through discussion of procedures for raising concerns with Year 8 pupils as part of their 
induction process. 

 Through the use of mentors with all Year 8 classes. 

 By having Form tutors available to all pupils as a first point of contact. 
 
Strategies for dealing with Cyberbullying. 
 
Some cyberbullying is clearly deliberate and aggressive such as publicly posting, sending or 
forwarding personal or private images or information. Other instances of cyberbullying are 
known to be unintentional and the result of not thinking or of a lack of awareness of the 
consequences. 
Unlike other forms of bullying, many cyberbullying incidents can themselves act as evidence 

 
For further clarification this should be read in conjunction with the E-Safety Policy. 
 

 The Internet and other technology-based tools are very powerful resources that can 
enhance and potentially transform teaching and learning when used effectively and 
appropriately. Such tools should be accessible and free from restrictions that constrain 
their worthwhile educational value.  

 Safeguards are in place to ensure that the educational use made of such tools is safe 
and secure. 

  All users are taught how to use these tools safely and sensibly to ensure a responsible 
approach to the use of technology in school.  

 Deliberate abuse in school is subject to school rules, and sanctions. 

 Deliberate abuse outside school which impinges upon or affects pupils or staff should 
be dealt with in a multi-disciplinary fashion through the appropriate channels such as 
the PSNI and legal action. The Headmaster will implement this procedure at his 
discretion. 



Last Reviewed - June 2019                                         Review Due – December 2019 
  9 

 

 Mobile phone use is banned during the school day. No mobile phones   may be taken 
into sick bay 

 Pupils are encouraged to keep evidence of text messages or messages posted on the 
web 

 Should the message record a crime, this is passed to PSNI 

 Should the material in question involve child abuse this is reported to the Designated 
Teacher? 

 Sexual exploitation is reported to CEOP 

 Any computer suspected of containing such material must not be used and the incident 
reported to the ‘HiTech’ crime unit of PSNI 

 Routes for reporting incidents are publicised and easily accessed by all 

 All pupils and parents are made aware of the issue and given advice on how to deal 
with cyberbullying 

Detailed records are kept in relation to cyberbullying incidents. Any identifiable witnesses are 
interviewed regarding the event.  

 
Procedures for dealing with incidents of bullying behaviour 

Our aim in the process outlined below is to support the individual suffering the bullying 
behaviour and to focus on changing the behaviour of those individuals displaying bullying 
behaviour. 
 All staff take their duty of care seriously and will be vigilant and take immediate action.  

If a member of staff observes, or is made aware of, an alleged bullying incident they 
should complete the Alleged Bullying Incident Report Form (see Appendix 7) which they 
should pass to the appropriate Pastoral Leader(s).  All recording forms in relation to 
bullying will be available in RMStaff. 

 The Pastoral Leader(s) and/or the Pastoral Vice Principal will investigate the allegation 
carefully and considerately by interviewing all those concerned.  The information 
provided will be recorded on the Alleged Bullying Incident Interview Form (see Appendix 
8) 

 Once the alleged incident has been thoroughly investigated the Pastoral Leader and 
Pastoral Vice Principal will decide on an appropriate course of action which will support 
the person suffering the bullying behaviour most appropriately, including how they 
might alter their behaviour.  

 The action taken will be recorded on the Alleged Bullying Incident Action Form (see 
Appendix 9). 

 All records will be attached to the files of the pupils involved in SIMS.  Teaching staff will 
be kept informed as appropriate and necessary. 

 A date will be set with all those involved at which the situation will be reviewed. 

 Detail of how an alleged bullying incident should be handled is included in Appendix 10 
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Monitoring and Evaluation 

This effectiveness of this policy will be monitored annually using records of bullying 
incidents including the type and location of the incident in an attempt to identify any 
patterns i.e. 

 recurring complaints of bullying against a particular pupil or group of pupils; 

 evidence that a particular child is, for some reason, becoming a target for bullying 
behaviour; 

 particular times of the school day / week when bullying is tending to occur; and 

 particular situations where bullying may be occurring. 
The views of pupils, staff and parents will be sought and used to make changes and 
improvements to the policy on an ongoing basis.



Last Reviewed - June 2019                                         Review Due – December 2019 
  11 

 

Appendix 1 
 
Forms of Cyberbullying: 
 

 Threats and intimidation 
Serious threats can be sent to both staff and pupils by mobile phone, email and via 
comments on websites, social networking sites or message boards. 

 Harassment or stalking 
Repeated, prolonged, unwanted texting, whether it is explicitly offensive or not, is a 
form of harassment.  Online stalking (sometimes referred to as cyberstalking) where a 
person’s online activities are constantly monitored, can cause psychological harm and 
fear.  Previously safe and enjoyable environments can be experienced as threatening, 
and online activity may become a source of anxiety 
harassment and stalking can take several and often multiple forms online, and may or 
may not be a continuation of offline harassment or lead to physical harassment and 
stalking.  Forms of harassment include: 
- Repeatedly sending unwanted text or instant messages, or making phone calls 

(including silent calls); 
- Using public forums, such as message boards or chatrooms, to repeatedly harass, or 

to post derogatory or defamatory statements in order to provoke a response from 
their target (sometimes referred to as ‘flaming’); 

- Tracking targets by using spyware; 
- Sending viruses 

 Vilification / defamation 
Cyberbullying can include posting upsetting or defamatory remarks about an individual 
online, or name calling using a mobile device for example.  These may be general 
insults, or include prejudice-based bullying.  Pupils may use their mobile phones or 
email to send sexist, homophobic and racist messages or they may attack other kinds of 
difference – a physical or mental disability, cultural or religious background, appearance 
or socio-economic position. 

 Ostracising / peer rejection / exclusion 
Online exclusion can be harder to detect than children obviously being marginalised in a 
space, such as a classroom, where there are adults present. 
Social networking sites provide a platform for young people to establish an online 
presence and to talk with other network members.  They can be an important extension 
of a young person’s social space and activity.  Most social networking sites work as 
gated communities, only allowing contact between members, so it is common for only a 
small number of social networking sites to be popular amongst any individual school’s 
students.  It is possible for a group of students to set up a closed group, which can 
protect them from unwanted contact.  It also means that excluding someone – by 
refusing to return or acknowledge messages; deleting them from their friendship list; or 
using ‘ignore’ functions – can be extremely hurtful. 

 Identity theft, unauthorised access and impersonation 
‘Hacking’ generally means accessing someone else’s account by finding out or guessing 
their username and password in formation. 
Hacking into systems, accounts or files is not automatically a form of cyberbullying, but 
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it is always a serious issue.  Hacking is illegal under the Computer Misuse Act 1990. 
Examples of how hacking can be used to cyberbully include: 
- Accessing and copying someone’s information, for example emails or pictures, in 

order to harass or humiliate them.  This could include posting private information 
on public sites, emailing or forwarding data by mobile phone, or printing and 
circulating paper copies. 

- Deleting someone’s information – for example electronically submitted or stored 
assignments and homework, or important emails. 

- Impersonating someone – for example pretending to be the person whose account 
has been hacked in order to post abusive comments and bad language.  This might 
include posting messages to the school’s Virtual Learning Environment (VLE), 
sending Instant Messages or emails, or may involve using someone’s mobile phone 
to send abusive calls, texts or images. 

 Publicly posting, sending or forwarding personal or private information or images 
Once electronic messages or pictures are made public, containing them becomes very 
difficult.  Video or pictures can be passed between mobile phones either by a local 
wireless connection, sent by text to other phones, uploaded to websites, or posted to 
public video-hosting sites.  Most young people are aware of ‘Happy Slapping’, a term 
which has been used to refer to physical assaults that are recorded and circulated, 
usually via mobile phone.  People who record attacks can be actively engaging in 
cyberbullying.  Circulating images of attacks can also be a form of harassment, and will 
certainly compound the harm of the original attack. 
Creating, possessing, copying or distributing images of children and young people under 
the age of 18 which are of an indecent or sexual nature is illegal under the Protection of 
Children Act 1978.  These images are illegal even if they were taken in ‘fun’ or by 
‘willing’ parties.  Section 160 of the Criminal Justice Act 1988 criminalises the possession 
of electronic or hardcopy images.  These laws also apply to indecent ‘pseudo-
photographs’ – images which have not been taken but have been created or adapted, 
for instance using digital imaging software. 

 Manipulation 
Manipulation is an often under-considered form of bullying.  Examples include putting 
pressure on someone to reveal personal information or to arrange a physical meeting.  
This can be done using online friendship status – for example, suggesting that a genuine 
friend would give out personal information. 
Manipulation is a very difficult type of cyberbullying to detect, since the person being 
bullied often feels implicated in and responsible for their own victimisation, and may 
feel guilty or ashamed.  Some forms of manipulation may involve getting people to act 
or talk in a provocative way.  Rude images or conversations can be very embarrassing to 
young people, and their fear that other people, including their family members, might 
find out can make them vulnerable to further manipulation.  There is also evidence that 
mobile phones and the internet are being used to try to control, track and manipulate 
within abusive teen relationships. 

 
Taken from “Cyberbullying: Safe to Learn” DCSF 2007 
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Appendix 2 
 
Cyberbullying – the legal context 
 
Although bullying is not a specific criminal offence in UK law, there are criminal laws that 
can apply in terms of harassment or threatening behaviour.  For example – and particularly 
pertinent for Cyberbullying – threatening and menacing communications.  Some 
cyberbullying activities could be criminal activities under a range of different laws. 
 Protection from Harassment Act 1997: This Act is relevant for incidents that have 

happened repeatedly (i.e. on more than two occasions).  Section 1 prohibits behaviour 
amounting to harassment of another.  Section 2 provides a criminal offence and section 
3 provides a civil remedy for breach of the prohibition on harassment in section 1.  
Section 4 provides a more serious offence of someone causing another person to fear, 
on at least two occasions, that violence will be used against them.  A civil court may 
grant an injunction to restrain a person from conduct which amounts to harassment 
and, following conviction of an offence under section 2 or 4, restraining orders are 
available to protect the victim of the offence. 

 Communications Act 2003: Section 127 covers all forms of public communications, and 
subsection (1) defines an offence of sending a ‘grossly offensive…obscene, indecent or 
menacing’ communication.  Subsection (2) defines a separate offence where for the 
purposes of causing annoyance, inconvenience or needless anxiety, a person sends a 
message which that person knows to be false (or causes it to be sent) or persistently 
make use of a public communications system. 

 Malicious Communications Act 1988: Section 1 makes it an offence to send an 
indecent, grossly offensive or threatening letter, electronic communication or other 
article to another person with the intention that it should cause them distress or 
anxiety. 

 Public Order Act 1986: Section 5 makes it an offence to, with the intent to cause 
harassment, alarm and distress, use threatening, abusive or insulting words, behaviour, 
writing, signs or other visual representation within the sight or hearing of a person likely 
to be caused harassment, alarm or distress.  This offence may apply where a mobile 
phone is used as a camera or video rather than where speech, writing or images are 
transmitted. 

 Obscene Publications Act 1959: It is an offence under this Act to publish an obscene 
article.  Publishing includes circulating, showing, playing or projecting the article or 
transmitting that data for example over a school intranet.  An obscene article is one 
whose effect is such as to tend to deprave and corrupt persons who are likely to read, 
see or hear the matter contained or embodied in it. 

 When cyberbullying takes the form of hacking into someone else’s account, then other 
criminal laws come in to play, such as the Computer Misuse Act 1990, in addition to civil 
laws on confidentiality and privacy. 

 Defamation: Defamation is a civil “common law” tort in respect of which the 
Defamation Acts of 1952 and 1996 provide certain defences.  It applies to any published 
material that damages the reputation of an individual or an organisation, and it includes 
material published on the internet.  Where defamatory material is posted on a website 
the person affected can inform the host of its contents and ask the host to remove it.  
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Once the host knows that the material is there and that it may be defamatory, it can no 
longer rely on the defence of innocent dissemination in the Defamation Act 1996. 

 
Taken from “Cyberbullying: Safe to Learn” DCSF 2007 
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Appendix 3 
 
Dealing with cyberbullying - Pupils 
The following is advice for pupils on how to avoid cyberbullying through different media. 
 
Text / Video Messaging 
 Don’t reply to text messaging or video messaging that is abusive or obscene.  Your 

mobile service provider e.g. Orange, O2, Vodafone etc. should have a number that you 
can ring to report abusive messaging; try their websites for details. 

 Don’t delete the message.  If the problem continues you can show the messages to a 
parent or other responsible adult who may be able to help you do something about it. 

 Be careful who you give your phone numbers to and don’t leave your mobile lying 
around when you are not there. 

 
Chatrooms or Instant Messaging (IM) 
 Do not give out personal information 
 Give yourself an alias that does not give out anything about your age, gender or location 
 Don’t respond to abusive posting – ignore them or log off.  If you don’t take time off and 

calm down, you’ll end up writing something you’ll regret which will only make the 
situation worse 

 Think about what you write – it is very easy for people to get the wrong idea about what 
you write or how you write it 

 
Email 
 If you receive a nasty or abusive email don’t reply.  If it’s from someone you think you 

know, like someone at school, they’ll want some kind of reaction, just like they would if 
they were standing in front of you and bullying you.  Don’t give them the satisfaction of 
replying, and they’ll probably stop. 

 If they don’t stop then you need to find out where the email is coming from.  Using an 
email client like Outlook or Outlook Express, clicking the right mouse button over an 
email will reveal lots of details about where and who the email came from.  You can 
then get your parents to contact the school or the service provider of the sender of the 
email. 

 The email can also come from people you don’t know, (known as spamming) – email 
addresses are fairly easy for companies to obtain in the internet using software called 
email harvesters.  They are also surprisingly easy for specialist computer programs to 
guess.  Under no circumstances should you reply to these types of email, even if they 
have a Click here and stop receiving this email link – this will just confirm your email 
address as a real one.  The individual sending it can then sell or pass it on to other 
people and you’ll be flooded with even more junk and abusive emails. 

 You can delete the emails, but if the situation becomes serious you should save them or 
print them off so that, if you do need to take action, you have some evidence 

 Learn more about your email program from the Help menu – you should be able to find 
details of how you can create folders, email filters and folder routeing.  This won’t stop 
the emails but it can help to shield you from them 
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Web 
 If the cyberbullying is on a school or community website, do as you would do if the 

bullying was face to face – tell someone like your parents or teachers 
 If it’s on a site that you don’t know about, you have to do a bit of research to find out 

who hosts the site 
 

Adapted from http://www.kidscape.org.uk/cyberbullying/cyberbullying.shtml  

http://www.kidscape.org.uk/cyberbullying/cyberbullying.shtml
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Appendix 4 
 
Dealing with cyberbullying – Staff 
The following is guidance for school staff in relation to minimising the risk of cyberbullying, 
how to respond to incidents and reporting and has been taken directly from the DCSF 
booklet “Cyberbullying: Supporting School Staff” 
 
Protecting personal information 
Many school employees use the web and social networking services such as Facebook, 
Flickr, and Ning for work-related projects or for personal use. While school employees are 
private individuals, they also have professional reputations and careers to maintain. 
Additionally, employees are required not to do anything to endanger the health and safety 
of their colleagues or others. Staff are strongly advised, in their own interests, to take steps 
to ensure that their personal data is not accessible to anybody who does not have 
permission to access it. All staff also need to be aware that many employers and other 
agencies now carry out web and social network service searches to find online information 
about staff – background, interests, career experiences and self-presentation. All staff, 
perhaps especially new staff in training and induction, need to be advised to ensure that 
information available publicly about them is accurate and appropriate. Privacy on the 
internet seldom means communications are entirely private, even messaging. Think of 
internet communications as equivalent to sending postcards. Information sent using official 
school accounts or equipment will usually be accessible for monitoring purposes (this will be 
outlined in the school’s Acceptable Use Policy) and may be requested under the Data 
Protection Act.  Managing personal information effectively makes it far less likely that 
information will be misused. 
Advice for employees: 
 When publishing information about yourself or having conversations with others online, 

it is important to be mindful of how you present yourself, who can see your content, 
and how you can manage this appropriately.  When publishing information, personal 
contact details, video or images, ask yourself if you would feel comfortable about a 
current or prospective employer, colleague, pupil or parent, viewing your content. 

 Make sure you understand who is allowed to view your content on the sites that you 
use – and how to restrict access to your account where necessary. If you are not clear 
about how to restrict access to your content to certain groups of people, regard all of 
your content as publicly available and act accordingly.  You can also check to see that 
other people aren’t misrepresenting you or treating you unfairly online. If you find 
things you object to, you can ask the poster to take these down in the first instance. 
Where cases are work related, these should be reported to your line manager or to the 
appropriate person as soon as possible. More serious incidents, including cyberbullying, 
will require a formal response from your employer, and will be dealt with within the 
school’s disciplinary frameworks, or in more serious cases, legal frameworks. 

 
You can check to see if others are creating or posting objectionable material about you 
online: 
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 Use search engines to check what images and text are associated with your name, or 
with your school and your name. This will help establish what information other people 
can easily find about you. 

 Use search facilities within specific social networking sites 
– some may require you to be a logged in member. 
 Staff often become aware of other people posting objectionable material about them 

from other learners.  Encouraging everyone to report any incidents they find, rather 
than being a passive bystander, is an important strand of cyberbullying prevention. 

 ‘Friending’ refers to the act of giving contacts permission to view information or contact 
you within web-based services.  The terminology will vary from service to service – 
‘Friends’ may be called contacts or connections, for example. Most social sites enable 
you to give different levels of access and set privacy levels on your own content and 
activity. These functions will vary from service to service but typically include: 

 Information that is only available to the account holder 
 Information that is accessible by contacts on the account holder’s approved list, and 
 Information that is made publicly available, either within the service or across the whole 

of the internet. 
‘Friends’ does not necessarily refer in this case to people who are your actual friends, 
although you may choose to restrict your connections to that. ’Friends’ in this context may 
also be work colleagues, family members, and people that you have met online. 
If you have a social networking account, do not friend pupils or add them to your contact 
lists. You may be giving them access to personal information and allowing them to contact 
you inappropriately. They may also be giving you access to their personal information and 
activities.  If you want to use web-based social networking sites for a class or for the whole 
school, use a service that doesn’t give contacts access to personal information and updates, 
or allows collaboration without requiring permissions. 
Alternatively ask pupils to create new, work-focused accounts for themselves, and run them 
as they would an online portfolio or CV. 
You can find more information and advice about Social Network Services at 
www.digizen.org/socialnetworking 

Responding to incidents and reporting 

 Staff should never retaliate to, i.e. personally engage with, cyberbullying incidents. They 
should report incidents appropriately and seek support. 

 Keep any records of the abuse – text, emails, voice mail, web site or instant message. Do 
not delete texts or emails. Take screen prints of messages or web pages, and be careful 
to record the time, date and address of the site. 

 Staff should inform the appropriate person (for example, their department or Pastoral 
Leader, or the designated member of senior management) at the earliest opportunity. 

 Where the perpetrator is known to be a current pupil or co-worker, the majority of 
cases will be dealt with most effectively by the school’s own mediation and disciplinary 
procedures. 

 Although the technology seemingly allows anonymity, there are ways to find out 
information about where bullying originated. However, it is important to be aware that 
this may not necessarily lead to an identifiable individual. For instance, if another 
person’s phone or school network account has been used, locating where the 
information was originally sent from will not, by itself, determine who the bully is. There 
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have been cases of people using another individual’s phone or hacking into their IM or 
school email account to send harmful messages. 

 If a potential criminal offence has been committed and the school is not able to identify 
the perpetrator, the police may issue a RIPA (Regulation of Investigatory Powers Act 
2000) request to a service provider, enabling them to disclose the data about a message 
or the person sending a message. 

 Monitoring and confiscation must be appropriate and proportionate.  Parents, 
employees and learners should be made aware in advance of any monitoring (for 
example, of email or internet use) or the circumstances under which confiscation might 
take place. 

 The designated member of the Leadership Team should contact the police where it 
appears that a law has been broken – for example, where death threats, assault, or 
other racially motivated criminal offences are involved. Where a potential criminal 
offence has been identified, the school should ensure that any internal investigation 
does not interfere with police inquiries. School staff are of course able to report 
incidents directly to the police. 

 There have been cyberbullying incidents where pupils have made unfounded, malicious 
claims against staff members. It is of course critical to take every claim seriously and 
investigate it thoroughly. In cases where an allegation is made that an employee or 
volunteer has: behaved in a way that has harmed or may have harmed a child; possibly 
committed a criminal offence against or related to a child; or behaved towards a child or 
children in a way that indicates s/he is unsuitable to work with children; then that 
allegation should be reported to the Head Teacher immediately. The Head Teacher 
should contact the NEELB Designated Officer who is responsible for providing advice 
and monitoring cases. The Designated Officer will then decide whether to consult the 
police or children’s social care colleagues. Guidance on dealing with allegations of abuse 
is contained in Safeguarding Children and Safer Recruitment in Education, available to 
download from: http://icanhaz.com/childprotection  
 
 
Staff will be provided with appropriate training as and when necessary. 

 

http://icanhaz.com/childprotection
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Appendix 5

Cyberbullying Incident 

Illegal material or activity found or suspected Unsuitable materials 

Illegal activity Illegal content Child/Young Person at Risk 

Report to 
Designated or 

Deputy 
Designated 

Teacher who will 
report to PSNI 

Report to 
Designated or 

Deputy Designated 
Teacher who will 

report to  IWF 
and/or PSNI 

Report to Designated or 
Deputy Designated 

Teacher who will report to 
CEOP (but PSNI if there is 
a risk of immediate danger 

Secure and 
preserve 
evidence 

Await PSNI / 
IWF / CEOP 

response 

If no illegal material 
or activity is 

confirmed, revert to 
internal disciplinary 
procedures for staff 
member or pupil as 

necessary 

If illegal material or activity is 
confirmed allow police or 

relevant authority to complete 
their investigations, seeking 
advice from EA on treatment 

of staff member or pupil 

Report to Head of ICT 
or to the Designated 
or Deputy Designated 
Teacher 

If staff: review 
incident and 
decide on 

appropriate 
course of action, 

applying 
sanctions as 
necessary 

If child or young 
person: review 
incident and 
decide on 

appropriate 
course of action, 

applying 
sanctions as 
necessary 

Debrief on e-
safety incident 

Review policies and 
technical tools and 
share experience 
and practice as 

required. 
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Appendix 6 
 
Staff should adopt a positive mindset when responding to bullying concerns. 
 

 Be calm.   It is important to be clear thinking and emotionally in control. 

 Be positive.  Have in mind the importance of maintaining a positive relationship with 
the pupil. The pupil is more likely to modify their behaviour if he/she perceives the 
teacher cares. 

 Be assertive. Clearly express your thoughts and expectations concerning the need 
for the bullying to cease and for restitution to be made with the child who has been 
bullied. 

 Be confident. Trust that you can have an impact on the pupil’s future behaviour. It is 
helpful to focus on the behaviour rather than the pupil. 

 Check the behaviour.  Make sure the behaviour does conform to the school’s agreed 
definition of bullying 

 Assess.  Consider the situation and the level of severity. Determine the appropriate 
level of response. 
 
To assess the severity 
CONSIDER 

 The nature. Be aware that exclusion and teasing can be as damaging as physical 
violence. It is a common mistake to treat physical violence as more serious than 
more subtle forms. 

 The frequency daily; weekly; less often? 

 The duration does it occur over a short or extended time span? 

 The perceptions of the child being bullied the seriousness is connected to the level 
of distress caused to the victim. 

 
 
 
 
 
If a Child Protection issue arises this MUST be passed to the Designated Teacher on the 
appropriate campus. 
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Appendix 7 

 

Alleged Bullying Incident  
Report Form 

Name of person 
reporting incident 

 Position  

Young person who is alleged to be the 
target of the bullying behaviour 

 Year/Class  

Young person who is alleged to have 
displayed bullying behaviour 

 Year/Class  

Incident involves 

Individual to individual Yes/No 

Individual to group Yes/No 

Group to individual Yes/No 

Group to group Yes/No 

Date of incident: 
 

Location of incident: (please delete/edit as required) 

 Classroom 

 Playground 

 Corridor 

 Other (please state)________________________________ 

Type of Incident: (delete/edit as required) 
 Physical bullying (includes jostling, 

physical intimidation, extortion, 
interfering with personal property, 
punching/kicking, any other physical 
contact which may include use of 
weapons) 

 Verbal Bullying (includes name calling, 
insults, jokes, threats, spreading 
rumours) 

 Indirect Bullying (includes isolation, 
refusal to work with/talk to/play 
with/help others) 

Theme: (delete/edit as required) 
 Cyber (through technology such as 

mobile phones and the internet) 
 Disability (related to perceived of 

actual disability) 
 Homophobic (related to perceived or 

actual sexual orientation) 
 Racist (related to skin colour, culture 

and religion) 
 Sectarian (related to religious belief 

and/or political opinion 

Is there persistence /reoccurrence of the behaviour? 
Is it targeted behaviour? 
Is there a power imbalance? 
Is it intentionally hurtful behaviour? 
Does the behaviour meet the schools definition bullying? 

Yes                 No 
Yes                 No 
Yes                 No 
Yes                 No 
Yes                 No 

Any previous incidents? Yes                 No 
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Details of Incident: 
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Appendix 8 

 

Alleged Bullying Incident  
Interview Form 

Name of person 
conducting interview 

 Position  

Young person who is being 
interviewed 

 Year/Class  

Date of Interview: Location: Time: 

Details provided of Incident(s) 

Continue on separate page if necessary 
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Appendix 9 

 

Alleged Bullying Incident  
Action Form 

Name of person 
taking action 

 Position  

Young person who is alleged to have 
been bullied 

 Year/Class  

Young person who is alleged to have 
displayed bullying behaviour 

 Year/Class  

Date action taken: 

Action/support for young person who has been bullied: (delete/edit as required) 
 Discussion of the incident with peers/class 

 Defined ongoing support/monitoring from staff 

 Parental involvement (please specify) ___________________________________ 

 Counselling 

 Referral to other agencies (please specify) ________________________________ 

 Other (please specify) ________________________________________________ 

Additional Information (if necessary) : 
 

Action/support for young person who has allegedly been bullying: (delete/edit as 
required) 
 Discussion of the incident with peers/class 

 Defined ongoing support/monitoring from staff 

 Parental involvement (please specify) ___________________________________ 

 Counselling 

 Referral to other agencies (please specify) ________________________________ 

 Fixed exclusion 

 Permanent exclusion 

 Other (please specify) ________________________________________________ 

Additional Information (if necessary): 
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Appendix 10 

 
Bullying is learned behaviour, children are not born bullies, so given the right attention and 
learning environment they can change their behaviour.  Attempting to frighten, scare or 
intimidate bullies into stopping their behaviour by shouting at them, will only compound the 
problem. 
 
Treating a bully with respect and dignity, as well as trying to get them to understand that 
their behaviour has been hurtful, is very important and the best way forward. 
 
The three steps to dealing with incidents of bullying are: 

1. To interview the person who has been bullied and the person who has displayed 
bullying behaviour separately. 

2. To provide support for those individuals 
3. To monitor and review the situation 

 
When a bullying incident is reported, remember: 
 each case will be different and the solution must be tailored to suit the problem; 
 to remain impartial – do not look to attribute blame;   
 to aim is to restore the relationship and move the situation on and to help all individuals 

involved to gain insight into their behaviour; 
 that both behaviours have been ‘learned’ from their life experience, so with appropriate 

support they can be challenged and replaced by acceptable behaviours 
 
Step 1 – Interviewing the individuals involved 
The person who has been bullied 
1. Listen to the victim’s story in a calm non-judgemental way. 
2. Indicate from the start that the incident is being taken seriously. 
3. Allow the victim to explore their feelings about the incident. 
4. Do not attempt to find out all the facts as this may only increaser the stress. 
5. Discuss and agree with the pupil how they will be supported.  Involve them in helping to 

arrive at a constructive method for resolving the situation. 
6. Agree acceptable targets for making the situation acceptable. 
7. Agree a review date. 
8. Monitor the situation with staff in an unobtrusive way. 
 
The person who displayed the bullying behaviour and any bystanders 
1. Interview the person who displayed the bullying behaviour along with any bystanders 
2. Do not disclose the source of the information by respecting the confidentiality of the 

victim and witnesses. 
3. State that all incidents of inappropriate behaviour are taken seriously. 
4. Make it clear to the group that they have a problem and that they need to find ways of 

seeking a constructive solution. 
5. Facilitate them in working through this process and begin to set agreed behaviour 

targets for the group. 
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6. Make the group aware that the progress of the plan will be monitored and appropriate 
action take 

NB the following questions may be useful in structuring the interviews: 
 

  

To help those affected: When challenging behaviour: 

 What did you think when you realized what 
had happened? 

 What impact has this incident had on you 
and others? 

 What has been the hardest thing for you? 
What do you think needs to happen to 
make things right? 

 What happened? 
 What were you thinking of at the time? 
 Who has been affected by what you have 

done? 
 In what way have they been affected? 
 What do you think you need to do to make 

things right? 
 

 
 

Step 2 – Provide support for the individuals involved 
For the person who has been bullied. 
1. Identify a member of staff who will act as a point of referral for the pupil. 
2. Find a reliable friend or ‘circle of friends’ who will accompany the individual and report 

any incidents. 
3. Identify times and place of bullying and minimise opportunities by ensuring supervision. 
4. Provide specific advice on strategies to prevent incidents of bullying to staff e.g. seating 

arrangements in class. 
5. Work with the individual to develop self-esteem or social skills. 
 
For the person who has displayed the bullying behaviour 
1. Communicate clear expectations of acceptable behaviour. 
2. Communicate and carry out sanctions in relation to a breach of the Positive Behaviour 

Policy. 
3. Work with the person displaying the bullying behaviour to improve their social skills. 
 
For the Pastoral Leader/Pastoral Vice Principal 
1. Telephone the parents of the pupils involved.  (The victim may request that their 

parents are not contacted, in which case the interviewer may use his or her discretion.  
This should be noted on the Interview Form) 

2. Enlist parental support to ensure they are aware and in agreement with the targets set. 
3. Include them in the monitoring and reviewing process. 
 
Step 3 – Conducting the review meeting 
(Arranged after a suitable period of time i.e. 3/6 weeks) 
1. Interview all those involved to ascertain if the matter has been resolved. 
2. if the matter is not resolved set new targets 
3. monitor and review until the situation is resolved. 
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Useful websites 
www.bullybeware.com 
www.bully.co.uk 
www.dotu.wa.gov.au/knowbully.hmtl 
www.bbc.co.uk/newroom/playground/comments.hmtl 
www.insideouted.com.au/html/schools.hmtl 
www.antibullying.net/newletterthree.hmtl. 
www.abfni.org.uk 

http://www.antibullying.net/newletterthree.hmtl

